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Introduction

Call2unlock interacts with the Active Directory Server, sending commands to unlock and
reset accounts, in the same way than one Help Desk Operator. In order to perform the
reset of the accounts, is necessary generate and import one pem certificate from the Active
Directory to Call2Unlock. Please follow the next steps to allow call2unlock reset accounts
in your active directory in a secure way

1. Install the Active Directory Certificate Services
(Skip this step if is already done)

e Log in to the Active Directory server as an administrator.
e Go to the Server Manager click on Dashboard.
e Click in “Add roles and features”.
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e Inthe next screen “Before you Begin", just go to next, because is just informative.

e Inthe next screen “Installation Type” , select “Role-based or feature-based installation”
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In the next screen “Server Selection ” , select “Select a server from the server pool”, (choosing
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Before You Begin

(®) Select a server from the server poal

Installation Typs

d WITLLaT TS sk,

Server Roles Server Pool
Features

Filter:

Name IP Address Operating System

Microsoft Windows Server 2012 Standard

WIN-RPALTUGIZ

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collecticn is still incomplete are not shown.

< Previous | | Mext » | | Install | | Cancel




e Inthe next screen “Server Roles ”, select “Active Directory Certificate Services” , and click next
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e In the next screen, check “Include management tools”, and click on “Add features”
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e In the next screen “AD CS ”,click next, and in the Roll services section check “Certification
Authoritty” , and click next
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e In the next screen “Confirmation”, click on “Install”.
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2. Obtain and upload the Server Certificate to Call2Unlock

The steps above describe how to install the certification authority (CA) on your Microsoft
Active Directory server. Next, you will need to add the Microsoft Active Directory server's
SSL certificate to the list of accepted certificates used by Call2Unlock, specially for reset
accounts.

1. Open a Microsoft Management Console (“*mmc: from the command line)’
2. Go to File / Add/Remove Snap-in..
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3. Select Certificates from the list on the left, and click *Add”
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You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
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The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
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4. Choose “"Computer account” as option in the screen and click Next



Thiz snap4n will always manage certficates for:
() My user account

O Service account

(®) Computer account

5. Select “Local Computer” and click on “Finish”

Select the computer you want this snap-n to manage.
This snap-in will always manage:
(®) Local computer: ¢the computer this console is running on)

O Another computer: | | | Browse...

["] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the consale.

6. Select the snap-in “Certificates” on the right on the list, and click “"OK”



Add or Remove Snap-ins -

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
ey[:%nsible snap-ins, you can configure which extensions are enabled.
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The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
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7. Navigate to “Trusted Rool Certification Authorities/ Certificates” and right click the
certificate you want to export. Then Select All Tasks/Export
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Contains actions that can be performed on the item.

8. The Export Wizard will start, then select “"Der encoded binary X.509 (.CER), like in
the picture below



Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(®) DER encoded binary X.508 (.CER)
(O Base-64 encoded ¥.509 (.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
[[1nclude all certificates in the certification path if possible

() Personal Information Exchange - PKCS £12 (PFX)
[1nclude all certificates in the certification path if possible
[ Delete the private key if the export is successful
[“1Export all extended properties

) Microsoft Serialized Certificate Store (,55T)

Learn more about certificate fie formats

9. Finally, select the place to export the certificate.

-
&

File to Export
Specify the name of the file you want to export

File name:




10. Finally just copy the file created (in this case client.crt) to your local machine and
import the file using the LDAP Configuration section of Call2Unlock Enterprise
edition

Upload your AD Certificate

Upload GhonseElal No:fils chosen Certificate generated, using the Active Directory Certifi

i Once you upload your certificate, wait untill you get th
Certificate i

- Submit Uploaded message. To learn how to generate a CA Cel
Active Directory Server, check this guide



