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Introduction

Call2unlock interacts with the Active Directory Server, sending commands to unlock and
reset accounts, in the same way than one Help Desk Operator. In order to perform the
reset of the accounts, is necessary generate and import one pem certificate from the Active

Directory to Call2Unlock. Please follow the next steps to allow call2unlock reset accounts
in your active directory in a secure way

1. Install the Active Directory Certificate Services
(Skip this step if is already done)

e Log in to the Active Directory server as an administrator.
e Click Start, click on Administrative Tools, and then click Server Manager.
e In the Roles Summary section, click Add Roles.

E, Server Manager
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ﬁ;' View the health of the roles instalied on your server and add oc remove roles and features.

“ Roles Summary Roles Summary Help

~ Roles: 3of 17 nstaled 35 Add Roles
Sinmkdes
&3 Active Drectory Domain Services
(1. DNS Server
(i) Flle Services
~ Active Directory Domain Services [ roosHep
Stores drectory data and 0 nication by users and dom cduding user logon pr th 1, and drectory searches. ]
A 5 Go to Active Directory Domain
Role Status & o ices
Messages: None
System Services: 8 Running, 2 Stopped

3 Events: 4 errors, 301 warnings, 9 informational in the last 24 hours

~ Role Services: 1instaled # Add Role Services
Role S lm I #5 Remove Role Services
&4 Actve Drectory Domain Controler Instaled
Identity Management for UNIX Not installed
Server for Network Information Services Not instalied
Password Synchronization Not nstalled
Administration Tools Not nstaled

Description:
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e Once on the Select Server Roles page, select the Active Directory Certificate
Services check box. Click Next twice. In the next screen “Installation Type” , select “Role-
based or feature-based installation”

Add Roles Wizard X

Select one or more roles to install on this server.
Roles: Description:
{AD CS) is used to create certificatio

Actve Urrectory Do 8 (nsiaed authorities and related role service
[] Active Directory Federation Services that allow you to issue and manag

[T} Active Directory Lightweight Directory Services certificates used in a variety of
[} Active Directory Rights Management Services applications

["] Appication Server
[} DHCP server

{28 Active Directory Certificate Servic

1 Services

] Fax Server

Certificate Request

[] Network Policy and Access Services
Certificate Database [_] Print Services

Conf¥mation [] Terminal Services

[] UDDI Services
] web Server (11S)
Results [C] windows Deployment Services

[] windows Server Update Services

Progress
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Once the Select Role Services page, select the Certification Authority check box, and
then click Next

Add Roles Wizard X
I Select Role Services
Before You Begin Select the role services to instal for Active Directory Certificate Services:
Server Roles Role services: Description:
v : i hori isused to

[] Certification Authority Centification Authority (CA)

= fi 5

] Certification Authority Wb Enr t issue and manage certificates,

. Multiple CAs can be linked to forma
L Online Responder public key infrastructure.
[[] Network Device Enroliment Service
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On the Specify Setup Type page, click Enterprise, and then click Next.

Add Roles Wizard

.ﬁ' Specify Setup Type

Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
Server Rk certificates. Spedify whether you want to set up an Enterprise or Standalone CA.
EDCS % Enterprise
Role Services Sde_ctHsopﬁonif&t[%&tanurbeofad«n&\uﬂmmemmymmmwmage
certificates.
CAType Cs
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates. A
Crypt : dalone CA can be a ber of a domain.
CA Name
Validity Period
Certificate Database
Confirmation
Progress
Results

More about the differences between enterprise and standalone setu
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On the Specify CA Type page, click Root CA, and then click Next.

Add Roles Wizard

i% Specify CA Type

Before You Begin A comb of root and subord CAs can be configured to create a hierarchical public key infrastructure
(PKI). Aroot CAis a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
Server Roles from another CA. Spedfy whether you want to set up a root or subordnate CA.
AD CS
Role Services ' RootCA
SetupType Select this option if you are instaliing the first or only certification authority in a public key infrastructure.
SAType  Subordnate CA
Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
o ; infrastructure,
CA Name
Validity Period
Certificate Database
Confirmation
Progress
Results

Mor: ublic key infrastructure (PK
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On the Set Up Private Key and Configure Cryptography for CA , you can configure
optional configuration settings, including cryptographic service providers. The default values
should be ok. Click Next twice.

Add Roles Wizard X
" Set Up Private Key
Before You Begin To generate and issue certificates to dients, a CA must have a private key. Spedify whether you want to
. areate a new private key or use an existing one.

& Create a new private key
Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a aryptographic service provider and spedify a key length for the private key.
To issue new certificates, you must also select a hash algorithm.

€ Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstaling a CA.
(% Select a certificate and Use its assodated private key
Select this aption if you have an existing certificate on this computer or if you want to import a
certificate and use its associated private key.
C “Selact an existing private key on this computer

Salect this option if you have retained private keys from a previous instaliation or want to use a private
key from an alternate source.
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In the Common name for this CA box, type the common name of the CA, and then
click Next.

Add Roles Wizard X

= Set Up Private Key

To generate and issue certificates to dients, 3 CA must have a private key. Spedify whether you want to
create a new private key or use an existing one.

% Create a new private key
Use this option if you don't have a private key or wish to create a new private key to enhance seaurity.
You will be asked to select a aryptographic service provider and spedfy a key length for the private key.
To issue new certificates, you must also select a hash algorithm.

" Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstaling a CA.
%  Select a certificate and Use its assocated private key
Sedect this option if you have an existing certificate on this computer or if you want to import a
certificate and use its associated private key.
C ‘Selactan existing private key on this computer

Selact this option if you have retained private keys from a previous instaiation or want to use a private
key from an alternate source.
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In the Common name for this CA screen, type the common name of the CA, and then
click Next

Add Roles Wizard [ ¥]
i% Configure CA Name
Before You Begin Type in a common name to identify this CA. This name is added to all certificates issued by the CA.
Server Rolés Distinguished name suffix values are automatically generated but can be modified.
ADCS Common name for this CA:
Role Services W
S Distinguished name suffix:
e et
i W ot .
Cryptography
v ofdsgushed rame:
Valdity Period |—
Certificate Database
Confirmation
Progress
Results

Mor: nfigurin nam
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On the Set Validity Period page, accept the default values or specify other storage
locations for the certificate database and the certificate database log, and then click Next.

Add Roles Wizard X

A certificate will be issued to this CA to secure communications with other CAs and with dients requesting
certificates. The validity period of a CA certificate can be based on a number of factors, induding the intended
purpose of the CA and security measures that you have taken to secure the CA.

Select validity period for the certificate generated for this CA:
S IVears 'I
CA expiration Date: JEEEEEEEE—

Note that CA will issue certificates valid only untl its expiration date.

More about setting the certificate validity period
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Add Roles Wizard

.& Configure Certificate Database

Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expred
certificates. The database log can be used to monitor management activity for a CA.

Certificate database location:
|C:\Windows\system32\Certiog

I | ise existing certificate database from previous instaliation at this focatior
Certificate database log location:

Browse I
|c:\Windows\system32\Certiog Browse... |

e el =

After verifying the information on the Confirm Installation Selections page,
click Install.

Add Roles Wizard

i% Confirm Installation Selections

Before You Begin
To install the folowing roles, role services, or features, dick Install,
Server Roles
1 ing, 1inft | below
ADCS L =
Role Services () This server might need to be restarted after the installation completes.
~' Active Directory Certificate Services
Certification Authority
i\ The name and domain settings of this computer cannot be changed after Certification Authority has
~ beeninstalled.
CAType: Enterprise Root
CsP: RSA=Microsoft Software Key Storage Provider
Hash Algorithm: shal
Key Length: 2048
Allow CSP Interaction: Disabled *
Certificate Valdity Period: T
Distinguished name: ]
EE—
Certificate Database Location: C:\Windows\system32\Certlog
Certificate Database Log Location:  C:\Windows\system32\Certiog
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Review the information on the results screen to verify that the installation was successfully
done.

Add Roles Wizard [ X

ﬁ. Installation Results

Before You Begin
Server Roles
ADCS ~' Active Directory Certificate Services ) Installation succeeded
Role Services The following role services were installed:
CoheTie Certification Authority
CA Type
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress

The following roles, role services, or fe were lled full
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2. Obtain and upload the Server Certificate to Call2Unlock

The steps above describe how to install the certification authority (CA) on your Microsoft
Active Directory server. Next, you will need to add the Microsoft Active Directory server's
SSL certificate to the list of accepted certificates used by Call2Unlock, specially for reset
accounts.

Execute this command on the Active Directory server in the power shell console:
certutil -ca.cert client.crt

Finally just copy the file created (in this case client.crt) to your local machine and import the
file using the LDAP Configuration section of Call2Unlock Enterprise edition

Upload your AD Certificate

Upload | Ghonse Bl {Noﬁle chigoh Certificate generated, using the Active Directory Certifi
Cortificite P Once you upload your certificate, wait untill you get th
Submit | Uploaded message. To learn how to generate a CA Cer

Active Directory Server, check this guide



